We Claim: 

1 . An electronic reference system comprising: 

a portable electronic reference device having memory, a keyboard, a display and a processor; 

a personal computer having a USB port, a keyboard, a display, memory and a processor; 

an electric coupling capable of connecting said device to said personal computer through said 

USB port such that said memory in said device is accessible to said personal computer; 

a reference database capable of being stored in memory; said database being encrypted using an 

encryption key; said encryption key being derived from a predetermined value that identifies an 

authorized location for storing said database; and 

wherein said personal computer and said device access said memory of said device only by using 
authorized software. 

2. The electronic reference system as recited in claim 1 wherein said predetermined 
value is a Device Serial Number assigned to said device. 

3. The electronic reference system as recited in claim 1 wherein said predetermined 
value is a Device Serial Number assigned to said personal computer. 

4. The electronic reference system as recited in claim 1 wherein said predetermined 
value is a file system serial number assigned to said memory on said device. 

5. The electronic reference system as recited in claim 1 wherein said predetermined 
value is a file system serial number assigned to said memory on said device when said database 
is the first database stored on said memory; and wherein is a Device Serial Number assigned to 
said device for any database stored on said memory subsequent to said first database. 

6. The electronic reference system as recited in claim 2 wherein said authorized 
software will derive an encryption voucher from the Device Serial Number assigned to the 
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device on which the database is stored in memory and decrypt said database only if said 
encryption key matches said encryption voucher. 

7. The electronic reference system as recited in claim 3 wherein said authorized 
software will derive an encryption voucher from the Device Serial Number assigned to the 
personal computer on which the database is stored in memory and decrypt said database only if 
said encryption key matches said encryption voucher. 

8. The electronic reference system as recited in claim 4 wherein said authorized 
software will derive an encryption voucher from a file system serial number assigned to the 
device on which the database is stored in memory and decrypt said database only if said 
encryption key matches said encryption voucher. 

9. The electronic reference system as recited in claim 5 wherein said authorized 
software will derive an encryption voucher; said encryption voucher being derived from a file 
system serial number assigned to the memory on which the database is stored if the database is 
the first database and said encryption voucher being derived from a Device Serial Number for 
any database stored on said memory subsequent to the first database; and said software will only 
decrypt said database only if said encryption key matches said encryption voucher. 

10. A method for securing digital rights of a database capable of being stored in 
memory on a portable reference device; said device having a processor, a display and a 
keyboard, wherein said device is capable of being connected to a PC such that said PC can 
access said memory in said device, the method comprising the steps of: 

encrypting said database with an encryption key; said encryption key being derived from a file 
system serial number of an authorized location when said database is the first database stored on 
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said memory; said encryption key being derived from a Device Serial Number of said authorized 
location when said database is not the first database stored on said memory; 
storing said database in memory; 

storing said encryption key in a header on said memory associated with said database; 
accessing said database by an authorized software program; 

reading said header associated with said database to determine the encryption key; 
calculating an encryption voucher; said encryption voucher being derived from a file system 
serial number of the memory of the location on which the database is stored when said database 
is the first database and said encryption voucher being derived from a Device Serial Number of 
the location when said database is not the first database stored on said memory; 
decrypting said database only if said encryption voucher matches said encryption key. 

11. The method as recited in claim 10 wherein said PC is connected to said device via 
a USB port. 

12. The method as recited in claim 10 wherein said encryption key is derived by using 
a mangling algorithm. 

13. The method as recited in claim 1 0 wherein said authorized software program that 
is accessing said database is installed on the PC. 

14. An electronic reference system, comprising: 

a portable electronic reference device having a database stored in memory; said device being 
capable of accessing said database and displaying the contents of said database; said database 
being encrypted using an encryption key; said encryption key being derived from a 
predetermined value that identifies an authorized location on which said database should be 
stored and said encryption key being stored in a header associated with said database; 
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an electrical coupling capable of connecting said device to a PC such that said PC is capable of 
accessing said database; 

an authorized software program capable of being installed on said PC; said software being 
capable of reading said database on said device; wherein said software will calculate an 
encryption voucher derived from a predetermined value that identifies the location on which said 
database is stored and decrypt said database only if said encryption key stored in said header 
matches said encryption voucher. 

15. The electronic reference system as recited in claim 14, wherein said value is the 
file system serial number. 

16. The electronic reference system as recited in claim 14, wherein said value is the 
Device Serial Number. 

17. The electronic reference system as recited in claim 14, wherein said value is the 
file system serial number if said database is the first database stored in memory and said value is 
the Device Serial Number if said database is not the first database stored in memory. 



-17- 



